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Abstract. For ensuring functional safety of electrical/electronic sys-
tems, it is necessary to exclude malfunctions from hardware and software
as well as from the interaction of both. In today’s passenger
vehicles, more and more safety critical functionalities are implemented
in software. Thus, its importance for functional safety increases. The
dominating safety standard for the automotive domain (ISO 26262) con-
siders the software part and defines requirements for safety critical soft-
ware. However, applying and fulfilling the standard is a major problem
in industry. In this context, the paper presents a novel metric-based
approach to evaluate dataflow-oriented software architectures used in
many model-driven processes regarding the fulfillment of requirements
defined by ISO 26262 (in particular part 6). The core idea is to derive
metrics for model-based software from already existing, well-performing
metrics elaborated for other programming paradigms. To link metrics to
requirements fulfillment of ISO 26262, we briefly sketch the factor-criteria-
metrics paradigm for this problem. Technically, this paper presents a
generic meta-model for dataflow systems, which is used to define the met-
rics. We implemented this meta-model and the metrics as a prototype for
Matlab Simulink. As examples, two models of a 400 kW full Drive-by-
Wire experimental vehicle with all-wheel-steering, all-wheel-drive, and
electro-mechanical brakes are analyzed using this prototype.
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1 Introduction

In line with the increasing utilization of electronics, more and more software
intensive systems are introduced in today’s passenger vehicles. Many of these
functions either are directly safety functions or their failure is often safety critical.
This increases the need for well designed software.

In this context, the international standard ISO 26262 “Road vehicles - Func-
tional safety” [9], officially published in November 2011, describes a holistic pro-
cedure to ensure functional safety of electrical and/or electronic (E/E) systems.
Altogether, ISO 26262 provides requirements and processes regarding the whole
safety lifecycle of a system under development including development, produc-
tion, operation, service, decommissioning, as well as management. In this paper,
we only consider issues related to the software development phase.

In ISO 26262, the processes and requirements regarding the actual software
development are described in part 6 whereby solely systematic failures are consid-
ered on the software level. Thus, part 6 of ISO 26262 describes generic measures
for software design, implementation, and testing. One central aspect during soft-
ware development in ISO 26262 is the software architectural design. In order to
avoid systematic failures, ISO 26262 proposes necessary properties of a software
architecture [9, part 6 - 7.4.3]: modularity, encapsulation, and simplicity.

Apart from these abstract principles, no information is given how the fulfill-
ment of these requirements can be verified. One approach might be an archi-
tectural design review. However, the results of such a review heavily depends
on the experience of the reviewer. Thus, this paper proposes objective measures
which should not replace design reviews by experts but might be used as an
extra input for these. The core idea is to develop metrics for the evaluation of
software architectural designs.

Another constraint to be considered is that model-driven software develop-
ment is state-of-the-art in the automotive industry. As a consequence, the metrics
must be applicable to model level instead of code level. After discussing some
related approaches in Sect. 2, the paper briefly introduces requirements of ISO
26262 in Sect. 3. In Sect. 4, we sketch a meta-model for dataflow oriented systems
and, using this meta-model, we formally define the metrics. Finally, we present
the results of these metrics for the example of Simulink models stemming from
an experimental vehicle at Technische Universität Braunschweig.

2 Related Work

Determining the quality of software has a long history. One commonly used
method is to apply source code metrics. The core idea is to formalize knowledge
about “good” code and compute a quality value automatically by parsing and
analyzing the source code.

One of the first metrics suited for object oriented design was developed by
Abreau und Carapuça in 1994 [1]. They introduced seven criteria for metrics
in conjunction with a set of metrics. To assess the quality of object oriented
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designs, they focus on inheritance, encapsulation, and polymorphism that have
to be evaluated for quantifying external quality attributes such as functionality,
reliability, and maintainability.

In embedded software engineering, model-driven development is state-of-the-
art. The most common tools are Matlab Simulink, SCADE, and ASCET. These
three modeling languages are all based on some dataflow semantics. Thus, tra-
ditional object-oriented metrics cannot be applied directly. Assessing quality of
such software may be done at two layers. One can either analyze the generated
C/C++ code with traditional metrics or one can analyze the dataflow model it-
self. We only focus on the latter option. The reason is that metrics are most often
used to judge maintainability and understandability of a code. This means they
have to analyze the level of abstraction a programmer uses; not the generated
low level code.

Analyzing dataflow models automatically is a hot topic. In 2012, Scheible [16]
introduces a method for quality assessment of Simulink models for automatic
code generation for engine control units (ECUs) in the automotive domain. He
develops a quality model with respect to feasibility for code generation, efficiency,
correctness, robustness, testability, comprehensibility, and maintainability. For
each quality factor, he defines static model metrics on a graph representation
of the Simulink metric leading to 84 different metrics. Comparing the results of
his framework with the judgment of experts at Daimler-Chrysler, he concludes
that his framework outputs a reasonable assessment of the general quality of
a Simulink model. We take this work as a basis for a formalization. However,
he does not explicitly address the requirements of ISO 26262 – the dominating
standard in automotive industry.

Another approach is INProVE (“Indicator-based Non-functional Property-
oriented eValuation and Evolution of software design models”) [10], an Eclipse-
based application to support quality evaluation and monitoring of modeling
languages. It is based on a meta-model for dataflow modeling languages and
configurable for company specific languages or metrics. The concept of IN-
ProVE’s model assessment consists of indicators. Indicators can be combined
and thus range from simple count measurements to complex pattern searches.
The INProVE authors emphasize pattern searches heavily, arguing that expert
knowledge can intuitively be represented in patterns. The good thing about this
approach is its flexibility. On the downside, it lacks the definition of broadly
accepted, standardized metrics as well as a connection to safety standards like
ISO 26262.

Aiming at the support of Failure Mode and Effects Analysis (FMEA), the
Simulink Model Metrics Calculator by Menkhaus and Andrich [13] is another
tool to be mentioned here. Menkhaus and Andrich apply metrics to Simulink and
use the results to guide the FMEA expert through the analysis of the software.
Thereby, the application of metrics is only used as an aid for further methods,
as the metrics are not sufficient for stand alone model analysis. However, the
Calculator is a good technical starting point for building an implementation, as
it also parses and analyzes Matlab Simulink models.
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3 Metrics to Fulfill Requirements of ISO 26262

In this section, we present the core requirements of ISO 26262 part 6 for software
architectures and reason the choice of metrics that we apply for checking the
fulfillment of these requirements.

3.1 Architectural Design Requirements of ISO 26262

Part 6, chapter 7 of ISO 26262 describes the process for developing and verifying
the architectural design of the software in automotive applications. The main
three requirements – modularity, encapsulation, and simplicity – are stated in
paragraph 7.4.3 of the standard.

Modularity of a software system describes according to Meyer [14] that the
software system consists of autonomous software elements ordered in a coher-
ent, simple structure. Simplicity often relates to two concepts: the pure size of
one functionality as well as the complexity of a functionality. Encapsulation,
according to Mayer and Hall [12], is the combination of privacy and unity.

To fulfill these abstract requirements, ISO 26262 introduces seven principles
stated in Table 1.

Table 1. Principles for software architectural design according to ISO 26262 [9, part
6 - 7.4.4]

Methods
ASIL

A B C D

1a Hierarchical structure of software components ++ ++ ++ ++

1b Restricted size of software components ++ ++ ++ ++

1c Restricted size of interfaces + + + +

1d High cohesion within each software component + ++ ++ ++

1e Restricted coupling between software components + ++ ++ ++

1f Appropriate scheduling properties ++ ++ ++ ++

1g Limited use of interrupts + + + ++

The table indicates the necessity of the principles for the respective Automo-
tive Safety Integrity Level (ASIL). As seen, all methods are either recommended
(+) or highly recommended (++) for all ASIL. For the definition of the ASIL
levels, we refer to the standard [9].

In this work, we focus on model (and source code) quality only. The principles
1f and 1g are aimed at dynamic/execution behavior and are thus outside the
scope of this paper.

3.2 Applied Metrics

For the choice of metrics to evaluate the requirements of ISO 26262, we follow
the Factor-Criteria-Metrics approach of Cavano and McCall [5]. Cavano and
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Fig. 1. Derivation of metrics

McCall introduce a principle to refine abstract requirements, called factors, to
specify demands, called criteria, and map those to metrics. This approach was
chosen because the structure of factors and criteria matches the structure of
the three main requirements (factors) with the seven principles (criteria) of
ISO 26262. Figure 1 shows the Factor-Criteria-Metrics approach applied to ISO
26262 software quality requirements.

Factors to Criteria: The factor modularity is assigned to the two criteria
“hierarchical structure of software components” (1a in Table 1) and “restricted
coupling between software components” (1e in Table 1). The criterion of hierar-
chical structure is related to the property of a coherent, simple structure, while
restricted coupling increases autonomy of software elements. If a software ele-
ment can fulfill its task autonomously, it does not rely on the functionality of
other software elements and thus is less coupled to them.

Simplicity without further information is a rather imprecise requirement. In the
context of this paper, we consider simplicity solely as a demand for low complexity.



212 L. Mäurer et al.

As structural complexity is already assessed by modularity, the criteria for sim-
plicity are limited to size, namely the “restricted size of software components”
(1b in Table 1) and the “restricted size of interfaces” (1c in Table 1).

The factor encapsulation can thus be supported by the criteria “restricted
size of interfaces” (1c in Table 1) for privacy and “high cohesion within each
software component” (1d in Table 1) for unity.

Criteria to Metrics: Note that in this section, we only motivate why a metric
fits for estimating a criterion. The formal definition of the metric are given in
the next section. In general, we tried to avoid simple count metrics, to get a
profounder result.

The Law of Demeter [11] was chosen as a metric for the “hierarchical structure
of software components”, because most of the existing hierarchy metrics from
object-oriented metric suits (MOOD) [1] consider the class hierarchy, and thus
are not usable for dataflow-based modeling languages. The Law of Demeter was
originally used as a coupling metric, but continuing the approach of Oesterre-
ich [15], it is additionally used as an hierarchy metric evaluating the number of
bypassed hierarchical levels within a model.

To assess the criterion of “restricted coupling between software components”
in more detail, we use an adaptation of the metrics FanIn and FanOut (derived
from [8]). For our dataflow-based modeling languages, coupling can be estimated
by measuring the number of incoming and outgoing connections. A block, which
is connected to many other blocks, has higher coupling than one connected to
fewer blocks.

For the criterion “restricted size of software components”, two metrics were
chosen. Of course, the Number of Elements metric was chosen to provide a first
look assessment of the software component size. For a more meaningful result,
the well-known and tested Halstead Volume was used as adapted and argued for
by Stürmer et al. [7,17].

The “restricted size of interfaces” criterion for the privacy part of encapsula-
tion is measured by the Element Hiding Factor. This metric was derived from
“Attribute Hiding Factor” and “Method Hiding Factor” (both part of the stan-
dard set of metrics in MOOD [1]). These two were already stated as privacy
metrics by Mayer and Hall when describing the nature of encapsulation [12] for
object-oriented software.

Finally, we associated “high cohesion” with the metrics Tight Block Cohesion
and Loose Block Cohesion as presented in [3]. Already Briand et al. named them
as sound cohesion measurements [4]. Again, the key challenge was to re-define
the object-oriented concept of finding direct and indirect connections between
elements to abstract, dataflow-oriented software.

4 Formal Model

This section describes the underlying semantic model for defining object-oriented
metrics on dataflow models. Note, that although we did all our experiments on
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Matlab Simulink models, the concept may easily be transferred to other similar
tools or languages like ASCET or SCADE.

4.1 Meta-Model of a Dataflow Model

For defining the metrics, a static model of the software is sufficient. A static
model only contains structural information (e.g., hierarchies) as well as depen-
dencies (e.g., input/output flows). Dynamic aspects like behavior of execution
are not necessary for defining most object-oriented (OO) metrics. We base the
definitions of our metrics on a meta-model, which is inspired by the meta-model
of Scheible [16], and use a set of directed multi-graphs as semantics. In contrast
to Scheible, we do not abstract from solely Simulink, to be able to evaluate ad-
ditional languages. In the following, the term “software architecture” is used for
denoting this static, graph-based model.

A software architecture a〈B,E,K〉 is defined by a 3-tuple consisting of a
set of blocks B, elements E, and edges K. A block b〈B,E,K〉 is defined by a
3-tuple consisting of a set of (sub-)blocks B, elements E, and edges K. From
a pure semantic point of view, blocks and architectures are the same. However,
we use the term “architecture” to always denote the topmost view of our system,
while “blocks” are used to refer to individual functionalities (i.e., sub-views). An
element e〈P 〉 represents a single functional piece of a block where a set of
ports p〈e〉 provides an interface for edges. An edge k〈pstart, pend〉 is a 2-tuple
of a starting and an ending port. The semantics of a block (and a software
architecture) is a directed multi-graph, where nodes are in B or E and edges are
in K. We further introduce the following functions:

– P (e): Set of all ports of element e
– e(p): Element e to which port p belongs
– IP (e): Set of all incoming ports of element e
– OP (e): Set of all outgoing ports of element e
– D(e): Set of all edges starting or ending at some port p ∈ P (e)
– D+(e): Set of all edges starting at some port p ∈ P (e)
– D−(e): Set of all edges ending at some port p ∈ P (e)
– EOP (e): Set of all elements on one path starting/ending from e
– EOP+(e): transitive closure of EOP(e)
– N(b): Set of all successors of block b such that ∃k(b, bn) : bn ∈ N(b)
– N+(b): transitive closure of N(b)

Furthermore, all (sub-)blocks in a given block are also considered as elements
(of this block); i.e., B ⊆ E. Intuitively, this means for example, that the (visual)
complexity of a a single Matlab Simulink model is defined by the number of visual
elements in this view. The only part visible of the (sub-)block are its (external)
ports. Note, that the defining sets of a (sub-)block (i.e., blocks, elements, and
edges) are typically not part of B, E and K of the super-block. We use B∗(b),
E∗(b) and K∗(b) to denote this transitive set of all sub-blocks, sub-elements and
edges.
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4.2 Redefining OO Metrics

We now use this meta-model to redefine the most wide-spread OO metrics on
dataflow models. In particular, we will consider the following six metrics: “Num-
ber of Elements”,“Element Hiding Factor”, “FanIn/FanOut”, “Law of Deme-
ter”, “Halstead Volume”, and “Block Cohesion”. For each metric, we will briefly
sketch the idea, then present the formalization and later discuss, how this metric
helps in estimating properties of good model-based architecture. Due to the lack
of space, we cannot give the full definition of these metrics in their traditional
form for object-oriented software. Hence, we only sketch differences and exten-
sions informally. For a definition of the underlying metrics for object-oriented
systems, we refer to the corresponding references. For each metric, we define it
for measuring a single block or the block including all its sub-blocks. In practice,
the latter is typically used for assessing a software architecture or estimating
the overall complexity of a larger functionality. However, the first helps in de-
ciding which individual parts in an dataflow model are most difficult or should
be re-engineered first.

Number of Elements (Ne): The “number of elements” metrics is the equiv-
alent to the Lines of Code metrics in text-based programming languages. Just
as a source code line represents the smallest functional entity, elements within
the meta-models of this work are the smallest representation of a functionality.

Ne(b) = |E(b)| (1)

Ne(a)
∗ = |E∗(a)| (2)

Thus, the count of all elements within one block resp. one architecture gives
an overview of the model’s complexity. To indicate the desired low complexity,
the value of this counting metric should be as small as possible.

Element Hiding Factor (EHF ): The rational of this metrics (also in the
related object-oriented metrics) is to hide as many details of the implementation
of a block/class. The only visible (to the outside) parts of a block are its incoming
and outgoing ports. This has to be seen in relation to the internal complexity of
the block. The Element Hiding Factor (EHF) metrics determines this property
in a block and it is defined as a quotient of the number of invisible elements and
the total number of elements of a block.

EHF (b) =
|E(b)| − |P (b)|

|E(b)| (3)

For an architecture a the EHF is the average of all blocks in B.

EHF ∗(a) =

∑
bi∈B(a) EHF (bi)

|B(a)| (4)
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The EHF value should be as high as possible. The upper (but not achievable)
bound of this metrics is 1 (for a block without inputs/outputs). The lower bound
is 0 for a block, which only passes information without any internal processing.
Intuitively, blocks with an EHF under 0.5 should be checked manually, as more
inports and outports than other elements indicate a bad implementation.

FanIn/FanOut (FI/FO): These metrics measure how highly coupled a block
is. The key idea is to count the number of incoming and outgoing connections.
This may be seen as an indicator of how difficult it is to re-engineer the block,
as each connection implies having to have a look at the neighboring block.

FI(b) = |D−(b)| (5)

FI∗(a) =

∑
bi∈B(a) FI(bi)

|B(a)| (6)

FO(b) = |D+(b)| (7)

FO∗(a) =

∑
bi∈B(a) FO(bi)

|B(a)| (8)

An alternative definition could be to count connected blocks instead of con-
nections. Based on practical experiments, we decided against this. The reason is
that if there are multiple connections between two blocks they often refer to dif-
ferent functionalities or address different information. As a consequence, during
re-engineering the number of connection better estimates the complexity then
only the number of connected blocks.

Architecture values of FanIn and FanOut equal to 1 imply a very linear struc-
ture, while values higher than 3 are not observed in models considered well
structured and with low coupling, therefore the preliminary threshold was set to
3. Single block values might differ from these values, depending on the purpose
of the block.

Range of Demeter (RoD): Oesterreich describes an approach to apply the
Law of Demeter in model-based development [15]. Even if the UML class dia-
grams differ in the most aspects from the model in this work, it is possible to
transfer the underlying idea to our meta-model. The idea is illustrated in Fig. 2.

Let us say a block b1 is used by another block b2 if there is an edge e(b1, b2).
Now, assume there exists another block b3, which is used by block b2 and is
using block b1. It is then possible to decouple blocks b1 and b2 with a simple
re-engineering (i.e., passing the information from b1 to b2 not directly but rather
via block b3). This is depicted in Fig. 2 with the dashed arrows. Hence, b1 and
b2 can be changed independently from each other as long as the requirements of
the interface of b3 are fulfilled. In informal words, one could describe this metrics
as: “Do not skip your neighbors.”. Formally, RoD is defined as:
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b1
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e

e e

Fig. 2. Example: Range of Demeter

RoD(b) =
∑

bm∈B(b)

∑

p∈P (bm,bn)

|p(bm, bn)| − 1, (bn ∈ N(bm)) ∧ (bn ∈ N+(N(bm)))

(9)
where P (bm, bn) are all paths starting in block bm and ending in block bn.

RoD∗(a) =
∑

bi∈B(a)

RoD(bi) (10)

Consequently, RoD measures the number of “skipped” blocks. Therefore, we
call it “Range of Demeter” instead of “Law of Demeter”. The optimal value of
RoD is 0, as it counts violations of a design rule.

Halstead Volume (HV ): The Halstead Volume dates back to 1977. HV was
developed to assess the complexity of algorithmic functions (back then mainly
in Cobol and Algol). The core idea is to count the number of different operators
(n1) and different arguments (n2) as well as the number of all operators (n3)
and number of all arguments (n4).

In 2010, Stürmer et al. [17] gave a definition of the Halstead metric to Simulink,
which we re-use in our approach directly. To define this metrics, a set of element
types T has to be added to the meta-model and exactly one t ∈ T is referred to
each element e. Hence, we extend the definition of Sect. 4.1 with functions for
types of elements:

– T (a): Set of all different element types applied in the architecture a
– T (b): Set of all different element types in E(b)
– T+(b): Set of all different element types in E∗(b)

The Halstead Volume is then defined as:

HV (b) = (n1(b) + n2(b)) ∗ log2(n3(b) + n4(b)) (11)

where n1(b) = |E(b)|, n2(b) = |T (b)|, n3(b) = |⋃e∈E(b) IP (e)| and
n4(b) = |⋃e∈E(b) OP (e)|
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HV (b) does not consider the lower levels of a block, therefore the Halstead
Volume calculated with these values is used for an evaluation of the local com-
plexity. For local complexity, Stürmer et al. [17] give the boundary value 300
for low complexity and 750 for normal complexity. For global complexity, the
analogous definition is:

HV ∗(a) = (n∗
1(a) + n∗

2(a)) ∗ log2(n∗
3(a) + n∗

4(a)) (12)

where n∗
i is derived from ni by replacing E() with E∗() and T () with T ∗().

However, this value is often only of limited interest as it has to be considered
with caution. The main reason is, that the resulting value is very hard to inter-
pret. On the one hand, it combines logarithmic and linear scales, while on the
other hand, for example, the height of the hierarchy also plays a vital role (as at
least in Matlab Simulink, in-port and out-ports are individual elements as well
as types). As a consequence, it is not meaningful to give any generic advice for
HV ∗(a).

Tight Block Cohesion (TBC) / Loose Block Cohesion (LBC): Cohe-
sion is one of the most often mentioned aspects, when arguing about the quality
of an object-oriented software design. Classes should be as loosely coupled as
possible and as highly cohesive as possible. Cohesion is a property, which infor-
mally means: “Pieces of functionality highly depend on each other”. Following
this generic idea, we define cohesion of a block as a property, which measures
whether the block can be easily separated or not. Bieman and Kang used the
same idea 1995 [3] for object-oriented systems. Of course, we have to restrict our-
selves to method cohesion (as other cohesion metrics like inheritance cohesion
are not applicable to dataflow models). For defining this on dataflow models,
we first introduce the notion of “number-of-directly-connected-blocks (NDC)”,
“number- of-not-directly-connected-blocks (NIC)”, and the “total-number-of-
pairs-of-blocks (NP)”:

NDC(b) =
∑

ei∈E(b)

|EOP (ei)| (13)

NIC(b) =
∑

ei∈E(b)

|EOP+(ei)| (14)

NP (b) = |E(b)|2 (15)

One might wonder, why the computation path (and not only the direct neigh-
bor) is used in the definition of NDC. The argumentation is simple: a path in
a dataflow model describes how inputs are (successively) transformed into out-
puts. The whole computation fails, if any(!) of the intermediate operators is
removed from the chain. For NIC, we take the transitive closure. Meaning, that
if some block bi is on the current computation path and this block also gets
input/produces output from/to some other block bj then block bj is in NIC(b).
Tight and loose block cohesion can then be formalized as:
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TBC(b) =
NDC(b)

NP (b)
(16)

LBC(b) =
NIC(b)

NP (b)
(17)

TBC∗(a) =

∑
bi∈B(a) TBC(bi)

|B(a)| (18)

LBC∗(a) =

∑
bi∈B(a) LBC(bi)

|B(a)| (19)

The optimum value for TBC and LBC is 1. Values smaller than 1 indicate,
that some blocks could either be split into sequentially connected sub-blocks,
parallel sub-blocks, or a combination of both. Nevertheless, always aiming at
the optimum value leads to a very large depth in the hierarchy and might not
be useful. Following the threshold of Biemann and Kang [3] for their original
metric, we declare a value of at least 0.75 for TBC as cohesive. However, LBC
should have a value of 1 if there are no hard design constraints preventing it.

5 Evaluation

To evaluate the defined metrics, they were applied to model-based software uti-
lized in the project MOBILE of the Institute of Control Engineering at Tech-
nische Universität Braunschweig. The experimental vehicle MOBILE features
full Drive-by-Wire capability with all-wheel-steering, 400kW all-wheel-drive, and
electromechanical brakes. Another main characteristic is the completely acces-
sible software of all ECUs, which are programmed utilizing a Matlab Simulink
tool chain.

The meta-model and the metrics were implemented in Java to be able to
evaluate other languages than Simulink with a proper model-importer. To parse
the Simulink model examples, our implementation relies on the Simulink Library
provided by the TU Munich [6].

In the following, the application software of two ECUs of MOBILE is com-
pared with respect to the model-based metrics proposed in Sect. 3.2 resp. 4.2.
Thereby, both ECUs are considered as highly safety critical due to the strong
distributed characteristic of the implementation of the overall vehicle function-
alities on MOBILE. Neither of the models has been developed according to ISO
26262. However, an additional diagnostic and decision making system was de-
veloped for MOBILE to guarantee proper reconfiguration of the overall vehicle
in case of failures of individual control units [2].

As its name already implies, the Battery Management System (BMS) ECU is
responsible for all functionalities related to the battery package, such as charging,
balancing, and surveillance of the batteries. The Steering Controller ECU serves
as interface to control the vehicle. First of all, it evaluates the normal driver
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inputs coming from steering wheel, accelerator pedal, as well as brake pedal and
outputs the target values for the actuators to MOBILE’s network. Additionally,
commands stemming from an overall vehicle control system can be fed into the
vehicle network via the Steering Controller (SC). Moreover, both ECUs require
several information from different ECUs, e.g., the rotational speed of the wheel
or the actual steering angle, to validate the plausibility of state transitions.

From a programmers perspective, the selected models possess different qual-
ities concerning understandability and maintainability. The BMS has a compa-
rably clear structure by separating input signals, data processing, and output
signals in different high level blocks. Furthermore, the sub-blocks are also ar-
ranged in a hierarchically logical manner. On the contrary, the structure of the
Steering Controller is less well designed. It can be described as what one would
call “historically grown”. Thus, it is expected that the application of the metrics
suggested in Sect. 3.2 resp. 4.2 will yield better results for the model of the BMS
than the Steering Controller.

Table 2 shows the results of the metrics for the two example models. A com-
parison of the model values with the target values for the metric gives a first
indication of the fulfillment of the requirements of ISO 26262 regarding the soft-
ware architecture. Here, the model of the BMS shows acceptable values for all
metrics, whereas the Steering Controller model shows unacceptable values for
Tight Block Cohesion and the Range of Demeter. The bad value for Tight Block
Cohesion is supported by the rather poor value of Loose Block Cohesion, so the
model should be revised with the goal to improve cohesion. The bad value for
the Range of Demeter might also occur because of some special properties of
the model, that make a better value impossible, e.g., four edges leading from a
steering to a simulation block for the signals of each single wheel.

Table 2. Global metric results for example models

Metric Target Value SC BMS

Halstead Volume minimal 16554.93 53904.34

Number of elements minimal 2411 8099

Loose Block Cohesion 1 0.84 0.96

Tight Block Cohesion >0.75 0.57 0.77

Element Hiding Factor >0.5 0.51 0.55

Range of Demeter 0 14 0

FanIn (FI) 1<=FI<=3 2.18 1.83

FanOut (FO) 1<=FO<=3 1.94 1.57

Additionally, we want to state that the metrics are calculated in very accept-
able time. The BMS model was processed in under 20 seconds on a common
computer with a Core i5 processor (3210m, 8GB RAM, Samsung 840SSD). The
smaller model of the Steering Controller was evaluated within 10 seconds and
tests on other models revealed no unreasonable growth of computation time.
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Fig. 3. Part of the Steering Controller model

The global value of the metric alone does not necessarily support an improve-
ment of the software architecture. A bad global metric value at least indicates
that some rework is needed. However, in a huge model manually searching for
the weak spots is not desirable. Therefore, in addition to the global value of the
model, a metric value for each block is computed by the prototype. Subsequent
to the calculation, it highlights blocks with bad metric values such that they can
easily be detected and reworked.

To make our approach clear, the sub-block of the Steering Controller demon-
strated in Fig. 3 is evaluated as an example. It implements the generation of a
target torque for the front left motor of MOBILE supporting driving forward
and reversing as well as recuperative braking. For that reason, it obtains the
actual positions of brake and accelerator pedal together with the actual velocity
of the front left wheel. The speed flag is required as switching between forward
driving and reversing is only permitted in standstill.

The values for the applied metrics of the sub-block are given in Table 3. The
EHF value is minimally lower than 0.5, therefore it should be considered to
minimize the interface. The FanOut value is equal to 1, but should be higher,
and the FanIn value is higher than 3. Therefore, especially the FanIn value shows
the violation of the requirement for restricted coupling. The low TBC and LBC
values indicate bad cohesion in this model part. The Range of Demeter has the
value 1 meaning that one block is skipped. The Halstead volume is lower than
300, which implies low complexity.

Comparing the block result with the results for the whole model, it can be
noticed that the flaws detected by the global metrics match the flaws of the
single block. Especially cohesion should be improved, and removing the one
Range of Demeter violation in the presented block would directly improve the
global Range of Demeter value.

Together, the global metric value and the block metric value provide an ob-
jective evaluation of the model quality with respect to ISO 26262 requirements
and highlight model components which need to be improved. The short compu-
tation time of the metrics compared to a manual analysis of the model makes it
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Table 3. Metrics for drive-control-front-right block

Metric Target Value Drive Control Front Left Model

Halstead Volume minimal (<750) 88.23

Number of elements minimal 13

Loose Block Cohesion 1 0.86

Tight Block Cohesion >0.75 0.55

Element Hiding Factor >0.5 0.46

Range of Demeter 0 1

FanIn (FI) 1<=FI<=3 6

FanOut (FO) 1<=FO<=3 1

possible to monitor the model quality during the development and to compare
different maturity levels of the software model.

Again, we want to point out that the approach cannot improve the model
quality by itself. An expert is required to look at the weak spots of the model
and make suggestions for design improvements. Besides, specialized domains
with partly special requirements may require manual adaptions of the metrics
to match the characteristics of the model under evaluation.

6 Conclusions and Further Work

In this paper we presented an approach to evaluate dataflow-oriented software ar-
chitectures regarding the requirements of ISO 26262. For that reason, we adapted
existing metrics from other programming paradigms and used them as quality
indicators. The metric results on model level for two example models in Simulink
reveal general weaknesses of the software, e.g., a tendency for low cohesion soft-
ware elements. The metric results on block level provide information about where
to refine the software to improve the quality. The application to the example
models confirms that metrics are useful during the development process, as they
can be computed in a very short time and give a first evaluation of the fulfillment
of ISO 26262 requirements.

For applying the presented approach directly for verification of software ar-
chitectures according to ISO 26262, a definition of threshold values for the dif-
ferent metrics is necessary. These thresholds have to be determined in future
case studies. To receive more precise statements about weak spots in software
architectures, the metrics could be defined more precisely in future works, e.g.,
by introducing more metrics.
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