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Abstract. Using formal methods for quality assurance is recommended
in many standards for safety critical applications. In most industrial
contexts, model checking is the only viable option for formal verification,
as interactive approaches often require very highly specialized experts.
However, model checking typically suffers from the well-known statespace explosion problem. Due to this problem, engineers typically have
to decide on a trade-off between readability and completeness of the
model on one side, and the state space size, and thus, computational
feasibility on the other. In this paper, we propose a method for reducing
the state space by restructuring models. The core idea is to introduce as
few additional states as possible by model design making state transitions
more complex. To avoid unreadability and infeasible model sizes, we
introduce a concept for hierarchical boolean formulas to efficiently specify
state transitions. For evaluation purposes, we applied this approach to
a case study using the VECS toolkit. In this exemplary case study, we
were able to reduce the state space size significantly and make verification
time feasible.
Keywords: design for verification, state-space explosion, formal verification, stateless transitions, SAML

1

Introduction

More and more elements of our daily lives are automated using better and faster
processing units. This holds also for safety critical applications, which dramatically increased over the past ten years. At the same time, these systems are
increasing in complexity due to the usage of software components. Formal methods became a useful and important tool to verify this kind of systems.
In recent years, model checkers, modelling languages and modelling environments have been improved to allow for easier and more flexible verification of
complex systems. Unfortunately, even though it is now possible to model almost every kind of system, it is still not possible to verify their behavior using
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model checkers. This is due to the very well-known state-space explosion problem [8, 22], an exponential increase in memory usage and computation time with
increasing model size.
The core challenge in modelling and checking safety critical systems is to find
a compromise between level of abstraction (granularity) and size of the model
(state space). Fine and exact modelling of complex systems often make model
checking infeasible due to the state-space explosion. On the other hand, too
abstract models may omit important aspects relevant to the system’s safety [11].
This paper describes an approach to make excessive use of stateless elements
to model major parts of a system. The automata that not depend on its own
internal state are redundant and will be replaced with boolean formulas. This
allows to balance the trade-off between state space size and efficiency of model
checking. We demonstrate this approach on a case study of a landing gear system
[4]. Note that this approach can (of course) not circumvent the state space explosion problem. It is rather a suggestion of trading state space against complexity
of the state transition matrix.
The reminder of the paper is structured as follows: After a description of the
case study in Section 2, the modelling approach is presented and discussed in

Fig. 1. Global landing gear system architecture [4].
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Section 3. Section 4 introduces the SAML language with its core capabilities,
which is then used to create the case study model. Proposed modelling paradigm
is used for the modelling of landing gear system in Section 5. An evaluation of
the model checking is given in Section 6. In Section 7 we refer to the relevant
literature on automated safety analysis and conclude our work with a summary
in Section 8.

2

Case Study

The landing gear system specification [4] is a proposed benchmark for comparing
and evaluating different formal model checking approaches. The Landing gear
system is the safety critical part of an aircraft and have to maneuver the gears
and associated doors. The system consists of three major parts (see Fig. 1):
– a mechanical part including all devices of three landing sets (front, left, right)
as well as a set of sensors monitoring the different devices,
– a digital part including the control software,
– a pilot interface consisting of an up/down handle and a set of lights to
illustrate the current health state of the system.
The central component of the system is the digital part (rectangle in the
upper left corner in Fig. 1), which manages the communication and control over
all system parts including interpretation of the sensor information, generation
of appropriate electrical order to the landing sets and the pilot notification.
Opening and closing the doors as well as extending and retracting the gears result
from the corresponding cylinder motion. Cylinders begin to move when they
receive hydraulic pressure, i.e. first the general-valve and then the corresponding
cylinder valve is open. In the normal event sequence, the pilot manipulates the
handle (up or down), the digital part sends orders via the analogical switch to the
electro-valves and informs the pilot via lights about the status of the command
execution (see Fig. 1). The hydraulic part performs the appropriate motion of

Lights
Red
Orange
Green

Pilot

Handle
UP

Pilot

Pilot

Retract gears

Doors closed and gears
extended

Doors open and gears
extended

Pilot

Close doors

Doors open and gears
retracted

Doors closed and gears
retracted

Fig. 2. The landing gear retraction sequence overview.
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the gears/doors. The sensors notify the digital part of the state changes. Such
process is exemplary depicted for the retraction of the gears in Fig. 2. All state
transitions take particular time into account and are performed in a sequential
way. Only after finishing previous transitions, the next one can fire. At any time,
one or more system components can fail. Only permanent failures are considered.
The expected behavior of the system equipment has to satisfy several temporal constraints. Requirement R31 demands that in normal mode, the stimulation
of the gear-extending or retracting electro-valves can only happen when the three
doors are locked open. The fourth requirement demands that in normal mode
the electro-valves for opening and closing the doors as well as for extending and
retracting the gears are not stimulated simultaneously. R5 requires that it is not
possible to stimulate the maneuvering electro-valve (opening, closure, retracting,
extending) without stimulating the general electro-valve. The computed results
of these requirements against our system model are presented in Section 6. For
more detailed information on the landing gear system as well as the functional
and safety-related requirements, we refer to Boniol et al. [4].

3

New Modelling Approach

A functional model of software-intensive systems includes components of software, hardware and environment in which the system is embedded. Typically
derived from system architecture, these model parts will be designed as state
machines If the system is large, i.e. it consists of many (sub)components, or a
high level of detail is needed, a state-space explosion is likely.
For building a model, most modelling languages allow for some sort of operator parallel composition. Although the semantics of such operators may vary,
their main intention is to enable compact specifications of large models (e.g.,
three parallel components/automata of 20 states each together describe a product automat with state space of 203 ). For verification, these parallel components
are unfolded and an automatic reduction (typically in the form of binary decision
diagrams (BDDs) [1]) is done.
In this paper, we propose to replace specific automata by boolean formulas
(stateless, parameter-free expressions that can refer to any state or combination
of states) as often as possible during the modelling process. This can be done
for all components that just forward/process some information but do not depend on an internal state. The core advantage of replacing particular automata
with formulas is a smaller state space. Note that modelling with formulas has
a slightly different semantic than modelling with (synchronous) parallel composition: While formulas are re-evaluated instantaneously, state machine changes
have effect only in the next time step. In such a way we change the semantic of
the time-dependent system behavior, i.e. the formula becomes true immediately
as soon as direct dependencies are in desired state. So we save one time step
compared with automata, which becomes true in the next step.
Further, some disadvantages are possible: This approach may easily lead to
huge and complicated boolean expressions due to the internal representation
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of frequently-used nested formulas (in our example a simple specification file
would become at least 100.000 lines huge). Thus, reading, understanding and
maintaining the model can be hard. To deal with this problem, clear naming
conventions, hierarchical nesting and modelling practices must be followed.
While using nested formulas is very beneficial, it brings the danger of creating
cyclic dependencies. Our Eclipse-based tool called Verification Environment for
Critical Systems (VECS) [15] has implemented features that detect possible
infinite dependency loops automatically during the modelling process.
Summarizing, we propose to replace automata with formulas whenever it
is possible. To keep models readable, elaborate tool support for namespaces
as well as for nested formulas is required. In addition, translation into input
languages of specification tools is also required. This support technology has
been implemented in the VECS specification environment. The core difference to
(automatic) state-space reduction (which every modern model checker employs)
is that our approach leads engineers to build semantically “smaller” models. The
key aspect is to provide tools and technology that enable an engineer to specify
such a model as easily as a “simple” automata model. In Section 5, we model
the landing gear system using the proposed approach. Before, we will briefly
introduce the specification language we used.

4

SAML - Safety Analysis Modelling Language

The Safety Analysis Modelling Language (SAML) [13] is intended to allow for
two different kinds of formal analysis techniques based on one unified model.
In general, system analysis is divided into qualitative analysis with two-valued
logic, and quantitative analysis where probabilities are computed.
For safety critical systems, both qualitative and quantitative analyses are of
interest. This is typically done by building two separate models for these two
kinds of analysis. In addition to the huge effort of manual building, maintaining and verifying the correctness of these independent models, this technique is
error-prone and time-consuming. To unify the modelling process and to bring
the advantages of model checking to safety engineers, we proposed the SAML
modelling language as well as the VECS development environment [15]. SAML
is a formal tool-independent language that allows the specification of both, qualitative and quantitative aspects of a system in a single model.
To that end, the language was designed in such a way that a more general
model can be created that is expressive enough to model all types of software
and hardware systems, but at the same time it is simple enough for automatic
translation into the input languages of verification engines of both types.
For verification, numerous excellent verification tools are available and proven
in use. The idea of SAML is to provide a single tool-independent model that can
be verified by these already existing tools. This is done by transforming SAML
models on a syntactical level into the input language of the desired analysis
tool. Currently, there exist converters to NuSMV1 (for qualitative analysis) and
1
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to PRISM2 (for quantitative analysis). Additionally, there are a number of prototypes for other model checkers (such as MRMC, UPPAAL and Z3). The output
of this transformation is a semantically equivalent model expressed in the input language of the chosen verification tool. A formal proof of the semantic
equivalence of the transformed models may be found in Güdemann et al. [13].
The use of automatic model transformations offers two big benefits: first,
the separation allows switching between different verification engines without
touching the model. This allows for the integration of more advanced (bigger/better/faster) verification engines. Second, it is guaranteed that all analyses
are done on the same model. Therefore, since the same model is used, all results
are consistent with each other.

5

Efficient Modelling of the Case Study

This section describes the formal modelling of the landing gear system in SAML
using the proposed formula-centric approach. In SAML, a synchronous discrete
time model (i.e. all parallel finite state machines of the model in each time unit
execute an update rule) is used. Note that duration of all movements in the
landing gear system is assumed to be always the same and does not deviate
from corresponding mean values.
Based on the given mean operation durations of the landing gear system, we
defined the temporal resolution of the model as ∆t = 200ms. The reasons are
that ∆t = 200ms is the biggest common denominator of all given timing constraints. Within this time period no significant safety critical state changes can
happen. Each time-dependent physical behavior of the system is then modelled
according to ∆t as a counter automaton. For example, the action “unlock front
gear cylinder in down position”, which takes about 0.4s, will be performed in
our model in 2 time steps. The gears state “locked down” (counter < 2) switches
to “unlocked down” (counter = 2) according to the time steps counter. Here, at
each time step we need to know the intern (previous) state of the counter and
consequently cannot model this component with formulas only. The landing gear
system components (e.g. pilot interface; left, right and front landing sets) that
have no timing constraints, but exhibit non-deterministic behavior (like the pilot
handle) must be modelled as state machines as well. So far, our model consists
of the following components (state machines): pilot interface, analogical switch,
electro-valves, three landing sets containing hydraulic cylinders for moving doors
and gears, and the computing module. Fig. 3 presents all modelled components
with their corresponding dependencies: Arrows visualize the information flow
direction (like system state transfer from the digital part to the pilot interface)
or directed physical phenomena transmission (like electrical order or hydraulic
pressure) between the components. Note that Fig. 3 is not a state machine but
depict only the information / physical phenomena flow direction between system
components modelled as state machines. This corresponds very well to the case
study specification in Fig. 1.
2
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Fig. 3. Architecture of the landing gear system model in SAML.

Exemplary, without loss of generality, we show how to design the appropriate
system behavior using our approach described in Sec. 3 on the door cylinders
within the landing set model. We concentrate on the cylinders that are responsible for moving the doors.
The dependency graph as a result of the naı̈ve modelling approach (the cylinder is modelled as finite state machine) is shown in Fig. 4. These graphs can be
generated automatically with VECS. The components (state machines) are visualized as white rectangles (e.g., CylinderDoor). The formulas are represented
with grey rectangles (e.g., locked, locking). The state variables are expressed as
circles within the corresponding components. The arrows of the resulting graph
represent the direct dependencies of the sink vertices from the sources.
The formulas OpenDoorV Order and CloseDoorV Order serve as input from
the corresponding electro-valves and inform about the current state (open or
closed) of the valves. These formulas trigger the locking operation of the doors
in the down or up position respectively. Between the three cylinder states (down,
high, intermediate), a certain amount of time elapses. To control these timing
constraints, the state machines DoorLockU p and DoorLockDown are used. Note
that the missing timing constraints for the actions “door unlock up”, “door move
up” and “door move down” are present in the model, but are not visualized
for the sake of clarity. Depending on their state, the CylinderDoor component
derives the door cylinder’s state. This state serves as an output to the computing
module (i.e., as sensor information). In Fig. 5, the simplified SAML model of
the door cylinders is shown. The transitions of the cylinder state machine within
the CylinderDoor component depend on the current state of the DoorLockU p
and DoorLockDown state machines.
The straightforward modelling approach where each hardware and software
component of the system was modelled as a state machine is modified to the
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Fig. 4. Dependency graph after modelling the door cylinder states as state machine.

extent that stateless constructs such as formulas are used in certain cases.
The resulting SAML model (after restructuring according to our approach) is
shown in Fig. 6. The state machine CylinderDoor with three states (down,
high, intermediate) is replaced with three formulas DoorOpen, DoorClosed and
DoorIntermediate. Such substitution is feasible, if a state machine (in our case
CylinderDoor) depends on other state machines only, but not on itself. In such
a way we change the semantic of the time-dependent system behavior. Before replacement the state changes in DoorLockU p and DoorLockDown take effect in
the next time step. Such delay could cause in some cases the incorrectly modelled
system behavior due to timing constraints violation and subsequently dissatisfaction of requirements. After replacement the CylinderDoor dependent system
components are affected immediately. In our case study the timing constraints
are defined with particular tolerance so that both models (before and after replacement) satisfy the system requirements. Now the current cylinder state can
be requested via the corresponding formula.
Thus, the state machines for the cylinder states are avoided (Fig. 7) and
consequently the system state space is smaller and the landing gear system
model is verifiable in shorter time (see detailed analysis in Section 6).
Furthermore, the technical and behavioral similarity of three landing sets
allows for the usage of the template design pattern: This allows modelling a
state machine that can be instantiated several times. This improves not only the
readability of the model, but also allows for reusing parts of the model in other
projects. Once defined, three instances of front, right and left landing sets can
be created.
To model the failure performance in SAML, failure components are used. In
our model, for all failure components the occurrences are set to nondet (nondeterministic) and recovering to never. During the analysis, we are able to check
the failure state of the desired component as a normal boolean expression (e.g.
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enum cylinder := [down , high , intermediate];
component CylinderDoor
cylinderState : cylinder init down;
component DoorLockUp
...
endcomponent
component DoorLockDown
...
endcomponent
!DoorLockUp.locked & !DoorLockDown.locked ->
choice: ((cylinderState’= cylinder.intermediate));
DoorLockUp.locked & !DoorLockDown.locked ->
choice: ((cylinderState’= cylinder.high));
!DoorLockUp.locked & DoorLockDown.locked ->
choice: ((cylinderState’= cylinder.down));
endcomponent
Fig. 5. SAML model of the door cylinder expressed as a state machine.

!AnalogicalSwitchF ail). Further details about formal failure modelling and failure patterns in SAML can be found in our previous work [18].

6

Evaluation

The safety analysis of the landing gear system model containing normal and
possible failure modes was performed on a 6 core 3.2 GHz computer with 16GB
of RAM. To check the correctness of the model, its appropriate internal representation in NuSMV has to be built. The performance of this task is one of the
crucial criteria for the modelling quality in SAML.

component DoorLockUp
...
endcomponent
component DoorLockDown
...
endcomponent
formula DoorIntermediate := !DoorClosed & !DoorOpen;
formula DoorClosed := DoorLockUp.locked & !DoorLockDown.locked;
formula DoorOpen := !DoorLockUp.locked & DoorLockDown.locked;

Fig. 6. SAML model of door cylinder expressed as formulas.
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Fig. 7. Dependency graph after modelling the door cylinder states as formulas using
our approach.

The evaluation was done on two landing gear models that only differ in
the modelling of the landing sets. The first model was created using the naı̈ve
approach, here called the standard model. The second model was created using
our approach and is here called the restructured model. The rest of the landing
gear model is identical in both cases.
Translation of the landing gear system model (including failure components)
from SAML to NuSMV takes in VECS about 30s for both, the standard and
restructured model. The output file sizes of the NuSMV model are about 280kB
and 570kB, respectively. This difference is due to the substitution of formula
names by their defining expressions in the NuSMV model, which are always set
in parentheses to ensure an execution order. The creation of the internal BDD
representation of the landing gear model in NuSMV takes 14.2s for the standard
model and 0.2s for the restructured model. Here, we can see the first significant
difference between the modelling approaches. Partially such big time difference
can be explained by the fact that three landing sets form the significant part of
the whole system model. Our model satisfies all requirements defined in specification [4], which indicates the correctness of the modelled landing gear system.
Note, that the failure mode requirements R6 , R7 and R8 of the landing gear
system are not evaluated in our work due to the similarity with system health
monitoring which is part of the computing module. Beside model correctness,
the goal of this work was to show the performance benefit due to our model
restructuring approach. The comparison of the BDD-based model checking performance of the standard and restructured model is presented in Table 1.
The first two columns in Table 1 display the requirement ID and temporal
resolution (in milliseconds) of the SAML model. Values in these two columns
are identical for both checked model types: the standard model in the first line
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Req. time step, ms all states reachable states BDD nodes time, s used RAM, MB
R11
200
2273
279
3830081 20.053
181
2263
268
806275
0.388
64
R12
200
2273
279
3830078 20.109
181
2263
268
806275
0.408
65
273
R31
200
2
279
3599284 17.325
181
2263
268
806158
0.396
74
R32
200
2273
279
3599284 17.297
189
2263
268
806158
0.372
51
273
R41
200
2
279
3599284 17.213
171
2263
268
806154
0.372
62
R51
200
2273
279
3599284 17.229
194
2263
268
806154
0.364
47
Table 1. Results of the model checking on the standard (white row) and restructured
(grey row) model.

and the restructured model as in the second line with grey background. The
values of the remaining columns (all states, reachable states, BDD nodes, time
in seconds, used RAM in MB) differ depending on model type and requirement
ID. The first requirement R11 to be proven means that all gears will be locked
and all doors will be closed within 15s of the handle state change. The number
of all and reachable states differs between the two modelling approaches by 210
and 211 respectively (these values are constant for all checked requirements). The
BDD size of the restructured model is smaller by a factor of 4.75. The model
checking time was faster by a factor of 50. That is the second great difference
between the two models, and the one that clearly demonstrates the advantages
of restructuring the standard model. The performance differences for the other
requirements are of similar magnitude. Again, the better performance in terms
of BDD size (by an average factor of 4.5) and model checking time (by a factor
of 43) was achieved by restructuring the standard model.

7

Related Work

The way to design verifiable system models is a poor addressed issue [11]. Most
research activities are concerned with the question of how to analyze given models well. In practice, the analysis to verify safety aspects of software-intensive
systems is mostly done manually. Existing safety analysis tools focus on a specific class of problems with a corresponding specification language.
Safety analysis tools can be separated into two classes regarding the goals of
modelling and checking: qualitative analysis to find out, if something can cause
a system failure. This is mostly solved by formal verification and model checking
techniques [5, 17, 19] and quantitative analysis to estimate the probability of a
system failure. This is done with stochastic models and quantitative approximations [3, 12, 16].
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The most known example of a formal language used for the development
of safety critical applications is the SCADE suite, developed by Esterel Technologies. SCADE is based on the synchronous data-flow language LUSTRE.
However, the included model-checker is not well suited for more complex safety
analysis [14]. It also does not allow probabilistic analysis.
The open source project TopCased built a modelling framework for software
and systems modelling. Their approach is described by Vernadat et al. [23].
Target input languages are SysML, UML and the architecture analysis and design language (AADL) [20]. The goal of TopCased is to allow for the formal
analysis of these models. Models specified in the modelling framework are then
transformed into the FIACRE [9] intermediate language. From there, models are
transformed into the input language of different analysis tools (e.g. CADP [10],
TINA [2]). The resulting FIACRE models are often too complex for the analysis
so that only very small models can be analyzed efficiently. Also, only qualitative
analyses are possible.
A framework for the specification of safety-critical systems and model-based
safety analysis is developed in the Correctness, Modelling and Performance
of Aerospace Systems (COMPASS) project [7]. It combines both qualitative
and quantitative modelling capabilities by using a formalization of a subset of
AADL [20] and its error annex [21]. This combination allows analyzing models specified in the SLIM language [6]. Nevertheless, the design is very much
tool-dependent and exchanging the model-checking tools is not possible.
The purpose of our work is to provide a method and tools for the design of
efficiently checkable system models. We propose a combination of the advantages
of SAML and the benefits of a user-friendly design environment (VECS) for
model-based analysis along with the proposal of design guidelines that address
the problem of state space explosion already at the engineering level.

8

Conclusions and Further Work

Our work paid attention to the question of making behavioral systems analyzable. We presented a method for reducing state spaces by restructuring models.
Our idea is to limit the state space already at the engineering level by making
state transitions more complex. For this purpose, we substitute all replaceable
state machines of the model with stateless boolean expressions. Once defined in
the system model scope, the formulas are accessible for an arbitrary number of
times and at arbitrary places in the model. To deal with possible unreadability
or infeasible length of the model, we use a concept of hierarchical boolean formulas. The nesting of the formulas allows for efficient specification of the state
transitions.
For evaluation purposes, we used this approach for modelling of the landing
gear system in the VECS toolkit. In this case study, we were able to reduce
the state space size by a factor of 211 . The size of the internal binary decision
diagram (BDD) could be minimized by an average factor of 4.5. The verification
time of the restructured model compared to the standard model was reduced
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by a factor of 43. In general, significant differences between two checked models
regarding state space size, number of BDD nodes and verification time show
that our approach can reduce the state space, allowing to model and check more
complex systems. We also admit, that we cannot completely solve the problem
of state space explosion with our approach, but we still created a new directive
for making larger models verifiable.
Further, we want to examine whether very large models can be made verifiable by means of our approach. Besides BDD-based model checker, we plan to
investigate the effect of our approach using satisfiability (SAT)-based techniques.
With the proposed approach, we hope that our tool VECS will be more feasible in practical applications such as the certification of safety critical systems.
Implementing appropriate heuristics, that automatically identify state machine
candidates for substitution with formulas, could be an useful feature of VECS
tool.
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