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ABSTRACT
Today, most projects are interdisciplinary. They require ex-
pertise from various domains like legal regulations, mechan-
ical restrictions and software engineering. Digital engineer-
ing is a relatively new discipline, which aims at minimizing
friction losses, when different disciplines meet each other.

This paper shows how model-based development on the
basis of SysML can be used in digital engineering to develop
a common system model. Such a common system model
helps to track requirements, provides precise specification
of (sub-)components together with necessary interfaces, in-
tended interactions and information flow among them.

This information supports the overall development pro-
cess as it is a consistent specification of the whole system.
Parts of this model can then be used as input for disciplines
dealing with specific subproblems. It is also providing means
to test the interaction of different components and can even
be used for formal proofs of correctness using semantically
well-founded models and automatic proof techniques.

The paper is centered around a real-world case study: a
logistic monitoring system at an airport cargo hub. This case
study can be seen as a benchmarking scenario for research
questions as well as an illustrative example for using SysML
in digital engineering.

1. INTRODUCTION
Nowadays, model based development is being applied in

many areas of system development. The core idea is to build
precisely defined models at very early design stages. These
models are then analyzed, discussed, and changed before
they are refined to a more detailed level. This process is it-
eratively repeated until the target system has been realized.
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The big benefit of this approach is, that it allows for very
early detection of design flaws and easy tracing of require-
ments.

Very often, domain specific languages (DSL) are devel-
oped for modeling and reasoning about domain artifacts.
Other model based approaches are geared towards certain
classes of systems rather than specific domains. One such
example is the SCADE framework of Esterel Technologies
for safety critical applications[6]. On the other hand, the
Architecture Analysis & Design Language (AADL) [11, 12]
is a domain specific modeling notation.

SysML [13] is an attempt to provide a generic completely
domain independent, extensible modeling formalism. SysML
is an extended subset of UML, but provides modeling op-
tions geared towards holistic systems modeling instead of
just software modeling. It has been shown to be better
suited than even domain specific UML variants (e.g., UML-
PA [15]). One reference implementation is the open source
framework TopCased [14] which provides means for formal
verification of both functional and also architectural (like
AADL) aspects [3]. Code generators are available which
allow the automatic generation of executable code. This
means that the SysML models can be used both for reason-
ing about the system, as well as a simulation model of the
running system. The interfaces to external sub-systems can
be accurately specified, properties, like if and how informa-
tion is exchanged between the sub-systems, can be formally
verified and code can be generated.

In the rest of the paper we present a SysML based model
of an air cargo hub monitoring system, show how such a
model is built systematically based on the SYSMOD [16]
approach and how it can help bridging the gap between
different engineering disciplines. Sect. 2 presents the case
study, Sect. 3 presents the modeling of the case study to-
gether with one illustrative use-case, Sect. 4 shows the ben-
efits of the presented modeling for Digital Engineering and
Sect. 5 concludes the paper.

2. CASE STUDY
The following case study describes the vision of a new

generation logistic support and surveillance systems for air



Figure 1: Illustration of Air Cargo Hub

cargo hubs. Fig. 1 shows a sketch of such an air cargo hub1,
which handles worldwide express shipments of goods and
documents. The case study does not address the complete
cargo handling process of a modern airport, but focuses and
logistics on the apron2 only. This is also the most interest-
ing part of the logistics process, because the average time
for turnover of air cargo is 120 minutes with 2/3 of it being
apron operation. Furthermore processes within the ware-
house are almost completely automated and very traceable.
The processes on the apron can be divided into roughly three
basic processes:

1. Unloading of inbound air cargo on the apron
The Freight data of incoming aircrafts are processed
by the central operation management, which generates
unloading instructions for the so called ramp team.
This team prepares all required equipment on the apron
and loads the ULDs (unit load device) from the aircraft
onto dollies, which in a maximum draft of four dollies
are transported to the air cargo hub’s warehouse by
tugs. At the warehouse the ULDs are loaded onto the
offload ramp for further processing.

2. Sorting of shipments in the warehouse
In the warehouse the shipments of the incoming ULDs
are unpacked and sorted for further shipment to des-
tinations worldwide. Depending on the destination,
shipments are again packed into ULDs, which get prepo-
sitioned on the reload ramp for further processing.

3. Reloading of outbound air cargo on the apron

1The actual layout is derived from Leipzig airport. The case
study is also one reference application of the BMBF funded
research project ViERforES.
2The apron is a superterm for all operations between the
warehouse and the airplanes

The outbound ULDs are loaded onto dolly drafts and
transported to the aircrafts by tugs. With completing
the reload of the aircraft the air cargo handling process
of the air cargo hub is finished.

The apron operations are currently not monitored as no
real time locating and identification of ULDs and Dollies is
available on the apron. The outdoor operation management
is completely based on planning and historic data, while the
process monitoring depends on status signals from the oper-
ators. This lack of internal process transparency causes late
delivery of ULDs at the aircrafts, wrong loading or even tem-
porary loss of load, which means that the “lost” ULDs need
to be searched and that their shipping is delayed to the next
day. The external process traceability towards customers is
affected to the same degree.

The system discussed in this paper comprises an exami-
nation of gain in process safety by introducing monitoring
technologies to the apron processes. The overall require-
ment is being able “to determine the exact position of any
shipment at any time (during its stay at the airport)”. This
is fundamentally new and is not feasible in any airport yet.
If this requirement is met, it can be a key factor for the
airport because very high requirements from other domains
like safety, security, traceability, or reliability can be met.

3. MODELING
In this paper, we follow Weilkiens’ SYSMOD approach

for model-based development with SysML [16]. Although
Weilkiens prefers the tool MagicDraw [8, 17], we decided to
use the TopCased framework [14] as it is developed with the
design and modeling of safety critical applications in mind
[2]. Therefore, we think it to be the best fit to model the
case study in as the air cargo hub requires high safety and



security standards as one of its main objectives3.
The SYSMOD approach is requirements - driven which

means that from a sufficient statement of the system idea, its
goals and main objectives are derived. In the next steps all
logical and physical system components and their relations
are inferred. In this context, logical components refer to
stakeholders, software, processes, activities and information
or data. Physical components refer to actors like humans
or animals, any kind of hardware, e.g., vehicles or circuit
boards and the environment of the system like weather or
climate conditions. Fig. 2 shows an overview of the SYS-
MOD approach and how an engineer is able to follow its
steps. From one modeling step to another it depicts the flow
of information and the model needed for the next step, i.e.,
the use case modeling needs the system context model and
the requirements model and the system structure modeling
needs the system context model and the use case model. The
glossary definition runs along all steps and brings every used
term and definition into a well formed documentation. This
course of action is not a strict order as one step may bring up
the need to refine another due to upcoming complications,
e.g., whilst trying to model a use case a new requirement
might be raised which the modeled system has to fulfill. We
will illustrate this iterative approach for one iteration for
one scenario within the air cargo hub case study, namely
the discharge of an aircraft.

Figure 2: SYSMOD approach overview

3.1 Requirements Modeling
In this step it is of most importance to identify all possible

stakeholders of the system and their targets realized by the
system. This can be achieved through various requirements
engineering techniques like the system development process
[7] which derives the requirements of the system from iden-
tified stakeholder’s requirements and thus develops the sys-
tem from a stated problem into a known solution. Another
possibility is to use the requirements engineering framework
[10] with its four context facets, i.e., items of system and

3Note: The model of the case study could also be transferred
to different modeling tools with ease due to the SysML com-
pliance levels [13, Chapter 5: Compliance]

environment, system usage, IT system environment, system
development.

To model our case study, we decided to derive the system’s
requirements from the view point of possible stakeholders.
To achieve this, we interviewed a chosen group of logistics
and safety/security engineers and experts at the Fraunhofer
Institute for Factory Operation and Automation (IFF) and
at the Otto-von-Guericke University Magdeburg. This re-
sulted in an all-encompassing knowledge of the requirements
and components of the air cargo hub scenario to be able to
model it and further to test the scalability of our chosen
approach.

The result of these interviews is illustrated in Fig. 3 with
the modeling of the four main objectives: planning and deci-
sion, security and controlling, labor surveillance and parcel
tracking of the air cargo hub and their relationship with
certain stakeholders who demand these objectives to be sat-
isfied by the system4.

From these main objectives further requirements can be
derived and refined to accord to needs of system compo-
nents and stakeholders. This is undergone to employ a finer
granularity in the requirements domain until these can be
related to physical quantities which allows for concrete tests
and verification of the system’s parameters (see Section 4.3
and Section 4.4).

3.2 Glossary Definition
As the requirements modeling brought all stakeholders to-

gether at a round table, they had to find terms and defini-
tions on which they agree in meaning and wording which
allows to reduce ambiguity and to establish clear talk. The
Glossary fulfills the task to save these agreements over the
whole project period and further more increases during the
project. It does not only contain the terms from the re-
quirements modeling, but also these from every other step,
i.e., system context modeling, use case modeling and system
structure modeling5. Therefore it is consulted and extended
in these steps, to establish coherence and constistency on
the terms and meanings used as a once defined term has to
be reused in its correct form as often as possible and new
terms should only be introduced only if necessary.

The Glossary remains an importanct part for project doc-
umentation and communication as it maintains all used vo-
cabulary in its what and how which allows to keep the jargon
among project members clear and understandable. It limits
the amount of ambiguity by being a work of reference and
the reuse of terms.

3.3 System Context Modeling
The system context describes, defines and illustrates the

logical and physical components of the system and the flow
of information among them as a coherent structure6. The
system context is modeled from a main overview of the sys-
tem and its components to a finer level of detail which fits

4Note: Even though stakeholders are of the language type
actor, they should not be confused with an actor who inter-
acts with the system on a physical level, i.e., a stakeholder
may be an actor, but an actor does not have to be a stake-
holder.
5Those connections are not depicted explicitly in Fig. 2 for
the sake of lucidity
6Note: This states nothing about the behavioral aspects of
the system’s components, e.g., processes, activities etc.



Figure 3: Main requirements of the air cargo hub

certain needed sub-contexts and thus prevents the modeler
and the stakeholders from getting lost in details.

Another possibility to separate concerns of the stakehold-
ers during modeling is to define viewpoints within the SysML,
which accord to certain stakeholders and their requirements
or constraints. From these viewpoints one or more views are
derived to display the system in the required detail of this
stakeholder’s domain.

A system context overview is seen in Fig. 4 which de-
picts the general flow of information between the monitor-
ing system and the actors. It allows the modeler to develop
sub-system contexts to illustrate more detailed interaction
of system components and actors. In Fig. 5 the sub-system
context for the discharge of an aircraft is illustrated. In this
figure the pallet is registered by the ramp laborer manually
in distinction to the container which has an active compo-
nent to register it via radio communication in the monitor-
ing system. These figures allow for further analysis later on
during modeling, e.g., extract system activities and system
interface interactions. The information stereotype annota-
tion can represent both physical information as well as log-
ical information. Physical information is exchanged in the
example between the ramp-team and the camera, i.e., the
position or the trajectory of the ramp-team. Logical infor-
mation is exchanged between the PDA and the monitoring
system about the load data which is stored in databases.
For the other shown cases this is defined analogously.

3.4 Use Case Modeling
After establishing a thorough definition of the require-

ments of the system and having described its context in a
sufficient manner, we continue by modeling the system use
cases. In this step we look for processes or services which the
system needs to provide or undergo to fulfill requirements
in a certain environment of the system. These processes are

Figure 4: System context overview for actors and
general flow of information

modeled in a top-down manner of detail, i.e., define top level
services first and then construct a finer hierarchy of sub ser-
vices and processes. In these derived use cases we show how
the system’s actors take part in these processes in order to
accomplish their tasks or receive assistance by the system.

Fig. 6 illustrates a selection of top level services of the
monitoring system which we derived out of the main objec-
tives of the system and takes into account the flow of infor-
mation from the system context diagrams. This forms the
base for a further spread out hierarchy of possible system
processes the system actors can interact with. We mod-



Figure 5: Sub-system context for the discharge of an aircraft

eled the possible use case for the discharge of an aircraft
in Fig. 7 to show which processes the ramp team and the
cargo handler have to fulfill and through which they have
to interact with each other. This gives us a clear definition
for the modelling of activities and the accompanying object
and information flow in the next steps.

Figure 6: Top level services of monitoring system
(selection)

3.5 System Structure Modeling
After the definition of the system contexts and the accord-

Figure 7: Use case for the discharge of an aircraft

ing use cases, we are able to process these models to lay out
the structure of the system with required system parts and
interfaces to satisfy the system’s requirements. This is the
modeling step with the most detail of the system and which
allows for validation and testing of the complete model as
described in Section 4.3 and Section 4.4.

To obtain the structure of the system we use the processes
from the use case model to define the system components
operations and properties which will provide the actor with
his needed service. The component ports and their relation-
ships are derived from the system contexts to achieve the
correct flow of needed information and data. This fine gran-



ular model is then used to implement the system’s software
components and to outline the characteristics of purchased
parts of the system.

In Fig. 8 we selected a part of the air cargo hub’s system
structure to illustrate the resulting model of this step. Pur-
chased parts are the unit load devices (ULD), the ground
support equipment (GSE), the cameras, the personal desk-
top assistants (PDA) and key card readers. Both GSE and
ULD are described with the possibility to have either a po-
sitioning system or a visual marker. The positioning system
on-board the ULD or GSE registers with the monitoring
system’s interface to exchange position data. Thus enabling
the monitoring system to track these objects and present
the results to a system actor, e.g., the ramp-laborer on his
PDA who needs this information to accomplish his transfer
parcel task shown in Fig. 7.

Another option for the monitoring system to track an ob-
ject is through the usage of the camera system which empow-
ers it to follow the markers on ULDs and GSE. It achieves
this task by keeping an aggregation of possible markers in
its internal database system and by combining these with
the results of the visual data from the camera system. It is
then able to give movement instructions to cameras through
the camera system interface and thus track the path of an
identified object. The camera system is also useable to sur-
vey the behavior of ramp laborers and how they fulfill their
given tasks.

In this section we have shown the main steps of the SYS-
MOD approach and how we applied those to the scenario of
the discharge of an aircraft in our air cargo hub case study.
We went from the statement of stakeholders and their re-
quirements to model the flow of information between sys-
tem and actors in the system context and further on define
the system’s services and use cases which the system must
handle and provide and end with the system structure to
identify characteristics of purchased parts and specify im-
plementation constraints.

4. BENEFITS OF THE SYSML MODEL
Following the SYSMOD approach and the creation of an

accompanying SysML model has several advantages for the
further development of the system and the quality thereof.

4.1 Traceability of Requirements
By the integrated specification of the requirements and

the way these are realized in the model, it is clear which
system components are responsible for the fulfillment of the
requirements and also how these are met. This consistent
documentation is mandatory if a system must be certified
for either safety or security reasons. For an auditing process,
this traceability of requirements is extremely important.

If the system must be extended or further developed in
the future, this documentation prevents reimplementation
and unnecessary distribution of the implementation of the
same requirements.

4.2 Specification for Sub-Systems
The SysML model allows for the explicit definition of in-

terfaces to sub-systems and to a certain degree even their
behavior. By leaving the exact implementation open, this

6Note: We hid certain details for better lucidity.

definition gives a general frame for the specification of the
external components (software and hardware).

In the case study, these are for example the cameras or
more generally the hardware implementation of the continu-
ous or discrete monitoring, the radio-based information ex-
change or the system that handles the secure data storage
of the information about the warehouse.

For the monitoring system as shown in Fig. 8, interfaces
to continuous monitoring via cameras and positioning infor-
mation are defined. The monitoring system does not pro-
cess raw camera data, but pre-processed information sup-
plied by externally developed sub-systems. One example of
a sub-system suitable for such a continuous observation is
described in [9]. The information of this system does not
consist of raw camera data, but describes desired trajecto-
ries for the loading vehicles and can detect deviation from
these. This means, that the normal behavior must described
only once (or may even be learned from historical data) and
then enables the monitoring system to just react whenever
the sub-systems signals deviation from specified behavior.

As shown in Fig. 3, monitoring of the position of each
package is only one requirement. Another very important
one is the privacy of the information of the packages. For
each stakeholder, only the relevant information should be
observable. This means that the information exchange be-
tween the monitoring system and the involved stakeholders
must keep non-relevant information secure. The access to
the information for the stakeholders must be restricted to
the necessary content. This must of course be reflected in
the interfaces of the data exchange. One such approach to
keep this information private and to store it in a secure way
is developed for the air cargo hub, based on [4].

Analogously to the specification for the sub-systems, the
model allows for a very detailed specification of its software
components. For these, the resulting activity diagrams and
sequence diagrams can be used as a base for the model-
based development of the software in a standard software
engineering approach, e.g., based on UML.

4.3 Verification and Validation
If the interfaces to the sub-systems and the delivered data

are specified, the SysML model can be used to check whether
this is enough to fulfill the requirements. In TopCased, this
is done via formal analysis of the system using a transfor-
mation into the formal immediate language FIACRE [3] and
using model checking techniques to verify the desired prop-
erties.

In the most basic case, this verification can guarantee the
consistency of the model. This means that all connected
components have compatible interfaces and exchange pro-
cessable data.

For all components for which also the dynamic behavior,
i.e. the activities and message exchange, is completely spec-
ified, more complex behavioral guarantees can be proven. In
the case study, this includes for example correct propagation
of information if loading units are detected by a camera.

In a further step, the verification mechanisms can be used
to examine the behavior of the system if some of the sub-
systems fail. This may be due to several different reasons,
cameras may give wrong data because of bad covering or bad
weather. Sensors can fail altogether or may even be deliber-
ately be tampered with. At the moment this faulty behavior
cannot be specified in the SysML model, other model-based



Figure 8: System structure of interfaces and connected devices (selection)6

approaches allow for such a specification [5, 1].

4.4 Testing and Test Case Generation
If the behavioral aspects of the system are specified in

enough detail (analogously as for the verification and valida-
tion), code generators can be used to extract an executable
model, which can be used for simulation and testing pur-
pose.

The results of the verification and validation, especially
the results from the safety analysis can be used to generate
test cases for the running system. If properties are veri-
fied there are witness system runs, if properties are falsified,
there are counterexamples available.

These can be used as basis for both model based testing
as well as test cases for the deployed system. In that case,
the external sub-systems can be simulated according to the
counterexamples or witness runs which allows for identifi-
cation of weaknesses of the real system and discovering of
vulnerabilities. This is needed to ensure the correct integra-
tion of the external subsystems.

4.5 Benefits for Digital Engineering
Overall, all these reasons are very beneficial for digital

engineering. The rigorous specification of interfaces and ex-
changed information as well as the specification of the infor-
mation flow, minimizes the possibility of incompatible sub-
system development.

The resulting systems can easily be used for simulation
and testing purpose in a virtual environment, as far as the
dynamic behavior of the system is specified. This allows for
hardware in the loop tests for external sub-systems e.g., for

the camera systems or software in the loop tests, delivering
test data for the secure data storage system.

The requirements mapping defines in which system com-
ponents the desired requirements (and sub-requirements)
are implemented, therefore creating clarity about respon-
sibilities for the correct implementation and specification of
the interfaces and desired behavior. This makes it and well-
suited approach for interdisciplinary systems development.

5. CONCLUSION AND FUTURE WORK
We presented the SYSMOD approach based on SysML

modeling for the air cargo hub case study. The model is
realized in the TopCased framework and currently developed
in the shown detail level. We showed the advantages of such
a model, the derived benefits and its relevance for digital
engineering.

An important step within the ViERforES project is the
implementation of real time locating and identification tech-
nology in productive environments to validate the results of
the model in a real object monitoring application. Therefore
a terminal of the inland port of Magdeburg will be used as
test environment to compare the results of the modeling with
those of the productive environment. The technical infras-
tructure is provided by the Galileo Testfield Saxony-Anhalt
(A Localization, Navigation and Communication Develop-
ment Lab and Test Field for Transportation and Logistics).

The presented approach will be transferable to the mod-
eling of the inland port without many problems. Although
the developed model is geared towards the air cargo hub,
many of the developed concepts will also be transferable to
the inland port, as it is from a very similar domain. The



requirements are very similar and the same techniques for
the tracking of goods and surveillance of laborers are used.
Therefore a good portability to that application domain is
expected.

Real time monitoring of assets within a cargo hub enables
a real time process management. This can be supported
by motion pattern analysis of assets to early identify crit-
ical process statuses to allow a proactive management. A
further step in developing monitoring functions will be to
introduce specific user dimensions for such as operators in
the control center, operators on the apron and customers for
real time tracing of shipments. Thus an increase in process
traceability triggers a higher internal process safety as also
a higher service level towards customers.
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